Jopic Nel2: Checkpoint NGX Opanamay3piHiH Herisri MyMKiHAIKTepiH
3epTTey

Unified threat management (UTM, UTM-xyiie, UTM-memim, UTM-
KYPBUIFbI, KayIIICI3/IIK IIII031) — oMOe0an KYpbUIFbI, )KEJIUIIK KayllTep/IeH KyaTThl
KEIIeHI1 KOpFray/ibl KaMTaMachl3 €TeTIH KOMITBIOTEPJIIK KAYINCI3IIK CajlaChIHaFbl
memiM. UTM wmoHi - Oip memiMae OipHenie KOpFaHbIC —KypaliJapblH
moFeIpAanAblpy. EH ken Tapanran Hycka: Opanamayap, IPS, Proxy (URL cy3y),
arbIHABIK AHTHBUpPYC, AHTU-cniaMm, VPN xoHe T.6.

Next Generation Firewall (NGFW) - xkemeci OysiH Opanamayaspi. by
Tykbipeivaama UTM-re kaparanga omnjekaiina kemripek maiina Oommel. Ngfw
Heri3ri uaescel - kipictipuiren IPS kemeriMmen makerrepai tepeH tanaay (DPI)
YKOHE KOJIJaHOalbl IeHrelaeri Ko xeTiMaunkTi 6eny (Application Control). by
xarmaiina IPS makerrepiaiH arblHBIHIA OHBI IIEIIYT€ HEMECEe TBhIMBIM CcayFra
MYMKIHJIIK O€peTiH OChl HeMece 0acKa KOChIMIIIAHBI aHBIKTAY YIIIH KaxeT. Mbical:
013 Skype >xyMbIChIHA pyKcaT Oepe anambl3, Oipak ¢ainnapasl ki0epyre ThIHbIM
canambi3. Torrent Hemece RDP maiinananyra TeiiibiM cana anambl3. CoHJaii-ax,
BeO-KOChIMINIAJIapFa KoJiay Kepceriunedi: kipyre pykcar erineai VK.com.6ipax
obIHIapFa, XxabapiaManapra Hemece OeiHenepal Kepyre ThIMbIM CalbIHbI3.
Herizinen, NGFW camacbl oy aHBIKTali ajaThlH KOCBHIMINANAPJIBIH CaHbIHA
OaitnanbicThl. Kenreren anamuap Ngfw TyKbIpbIMJIaMachIHbIH Maiiga 6omaysl Palo
Alto e3iHIH KapKbIH/IbI ©CYIH OacTaraH oJ€TTErl MapKeTUHITIK KajgaM OOoJibl Jer
CaHaNbI.

Check Point Software Technologies Ltd. 1993. kypwuiran, 4500-neH aca
KbI3MeTKepl O0ap M3pauns kommnanusackl. XKeuiaeik Tadbickl 31 Haypeiz 2020 ecen
ooripiama 1,349 mmu. AKII gommapsia Kypasl.

Heri3ri apTHIKIIBLIBIKTAPHI:

1) Tek KaHa AKIapaTTHIK KAyilCi3diK calachIMEH aiiHaIIbICa IbI;

2) Gartner sxone NSS Labs 3eprreynepi OoiibiHIIa JHACD;

3) Check Point erimi 100 000 kommanusIapaa KOJIIaHbLIAIbL.

nrce Gartes (mgaemtrr 20181

Gartner COMPLETENESS OF VISION

2018 2020 2020

2020 >xbuLABIH OIpiHIIT TOKCAHBIHAA IIEHIiMaep MOpTheNiH >KaHAPTYAaFbl
Oactel Hazap Infinity apxutekTypachlH KayinTepiH alblH-aly, CYPaHBICTBHIH



MacIITa0TalyblH KamMTamachl3 €Ty JKoHe OipblHFall KayilcCi3aik JKyHeciH
KaMTaMachl3 €Ty YIIiH KEHEHUTYyre apHaJIFaH MIeIIIM/Iepre ayAapbUlibl.

Coyip aitpiana Kayincizaik numosnepin Quantum Security Gateways sxana
OybIHBIHA YKaHAPTY YCHIHBUIALI. Kaylincizmik numo3aepidiy 15 yariciHeH TypaTbiH
xana ke Infinity apxutekrypacsln GuiManapias AepeKTep OpTaJIbIFbIHA JICHIH
keHeritemi. bapiaelk kBanTTBIK Mozenpaep Sandblast Zero-day Protection
HETi31HAe Kayllm-KaTepAiH aJblH ajy >KOHE KayllCI3aIKTI KaMTaMachl3 €Ty
OoitpiHmIa 60-TaH actam KbI3MET TypiepiH YcbiHamsl. Quantum  Security
Gateways >xorapbl MacmTaOTanysl koHe 1,5 TepaOut/c-Ka NeiiH Kayin-KaTepaiH
QJIJIBIH-ITY JKBUITaM/IBIFBIHA U€.

R80.40 xanapteurran Hyckackl Check Point OipeiHFaii  Oackapy
MYMKIHJIIKTEPIH KeHehUTyre MyMkiHaik Oepzal. R80-kayim-katepal OonabsipMayra
KOHE JCPEKTEP OPTAIBIFBIHBIH, OVJITTHI CaKTayJbIH, MOOWIBII KYPBUIFBUIAPIBIH,
COHFbI HYKTenepaiH >koHe 0T Kayimci3airin 6ackapyra apHallFaH >KeTUIIIPUIreH
Oarnmapiamansik skacakrama. R80.40-TeiH conrpl HycKachiHaa 100-1eH actam xkaHa
MYMKIHIIKTEp ©Oap, OHBIH ImIHAC >KbUigaMm (0ec MHHYT) »KaHa Kayilci3aik
KYpBUIFBIJIAPBIH  OpHATyFa »>KOHE ICKEe KOCyFa MYMKIHAIK O€peTiH HeJIiK
CEHCOPJIBIK OpHanacTelpy MyMKiHAirt 6ap. Conpaii-ak, R80.40 myckacbl OYITTHI
KaylIci3AiKTI 6acKapyibl KaMTaMachl3 eTelll, OYJ1 OHbI TUIMIIIPEK eTel KoHe OacKa
HICIIIMIEPMEH CalIbICThIPFaH/Ia KYMBIC YaKbIThIH 60% - Fa JeHiH KbICKApTabl.
byn Check Point OipbiHFall KayincCi3IiK >KYHECiH BeO-IIONFBIITAH OapJibIK
Kayinci3aik HWHGPaKYpbUIBIMbIHA OpPHAJACTBIPYABl JKeHULAeTreni xoHe [T-
MaMaHJIapAblH KATBICYBIMCH YHEMI TEXHUKAJBIK KBI3MET KOPCETyAl HeMmece
KAHAPTYIbI KQKET CTIICH/I.
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OnepauunoHHas cuctema Check Point

[oBopst 06 onepauumoHHon cucteme Check Point MoXHO BCNOMHWUTE Cpasy YeTbipe:

SPLAT, IPSO, Gaian Gaia Embedded.

1. SPLAT — cobcTBeHHas paspaboTka Check Point, ocHoBaHa Ha sigpe
RedHat. Bonkle He pazBuBaeTcs.

2. IPSO — onepauuoHHas cucTema koMmnaHuu Ipsilon Networks, koTopas
npuHapnexana komnadun Nokia. B 2009 roga Check Point kynuna
aToT BusHec. Bonkblie He pa3BnuBaeTcH.

3. (Gaia — akTyanbHas onepaumoHHas cuctema oT Check Point, koTopas
nosisunack B peaynbTtate cnuaHus IPSO u SPLAT. MNosiBunacs B 2012
rogy v NpoACITKAET aKTUBHO Pa3BUBATLCS.

4. Gaia Embedded — gns ARM ycTpoicTe.

BapwvaHTbl ycTaHoBKM: Pexumbl paboTbi:

1. Standalone (SG+SMS) 1. Routed

1-—

2. Distributed 2. Bridge

AKTYanbHble BEPCU:

R77.30, RBD.‘IO

R80.30 - EA

Ceptucpukat $CTIK:
1) 77.10

2) 77.30 B cepeguHe
2019

OTKa30yCTOM4YNBOCTb:

1. Active-Active (load
sharing)

2. Active-Standby (high
availability)

bretin - 6enrum 6ip Check Point ¢pynkiusicor

1)Bnenasl Network Security Netswode Secusty (12 REEmSE

Apcess Control SandBlast:
Firewall Threat Emulation

Advanced Networking & Clustering:
© Dynamic Routing

IPSec VPN [ Thieat Extraction O SecureXL
[ Policy Server Threat Prevention: Oaes
Mabile Access P5 Moritoring
Application Control AntiBot Other:
URL Filtering AntiVius [[] Data Loss Prevention

|dentity Awareness
Content Awareness

2)bnengbl Management Management (£)

] Anti-Spam & Email Security

Network Policy Management
Secondary Server
Endpoint Policy Management

[ Logging & Siatus
dentty Logging

Workflow
[] User Directory
| Provisioning

[ Compliance

SmartEvent
[ SmartEvent Server

SmartEvent Comelation Unit



MakeT cocTouT Un3:

o B N =

Security Management Server (SMS);
Security Gateway (SG);

User PC;

PC with SMART Console;

Windows Server.

CodT Ans BUpTYyanusaumu:

1.
2.
3.

ESXi;
VMware Workstation;
VirtualBox.

O6pa3s Gaia:

S

User PC

PCwith SmartConsole

192.168.1.20

&

Security Management Server
192.168.1.100

192.168.1.10

Active Directory
Web Server (IIS)
172.16.20.100

Check Point
Gateway

eth0 - 192.168.206.5
ethl -172.16.20.254
eth2 - 192.168.1.254

VMware Workstation for virtual machines

1.
2

SMS - Check_Point_R80.20_T101_Security_Management.iso

SG - Check_Point_R80.20_T101_Security_Gateway.iso

CuctemMHble TpeboBaHua ana R80.20:

Component

Security Gateway

VSX Gateway

Security Management

Server/Standalone

-

Internet

Multi-Domain Server

Processor Intel Pentium 1V, 2 GHz or intel Pentium IV, 2 GHz or Intel Pentium IV, 2.6 GHz or Dual Socket 2x Xeon ES5-
equivalent lequivalent equivalent 2609v2
4 cores, 2.5 GHz or equivalent
Total CPU Cores 2 2 2 8
Memary 4 GB RAM 4 GB RAM 6 GB RAM 32 GB RAM
Free Disk Space 15 GB 12 GB + 1 GB pervs 500 GB (Installation includes 0S) 1 TB {Installation includes OS)

Note - The above numbers do not apply to SmartEvent & SmartLog.

BblaensemMble pecypcesbl:

SMS: 6GB RAM, 2 vCPU Cores, 50GB HDD;
SG: 4GB RAM, 2 vCPU Cores, 50GB HDD;

3 BupTyaneHbIx agantepa.

Mo [NK (Toxe BupTyansHast mawimHal):

Tunosown cueHapui
YCTaHOBKM:

CPU - 4 vCPU Cores, RAM - 16GB, HDD - 200GB

5200 SECURITY APPLIANCE

€) Management 10/100/1000Base-T RJ45 port

©) RJ45/micro USB console port

0 One network card expansion slot (HPP)
© 5x 10/100/1000Base-T RJ45 ports

© 2x USB ports for ISO installation

© Lights-Out Management port

©) Select dastingtion dive: [

42~ Check Point installation 150 will be tiansfened lo a USB Hash device

@ SeestsoucelS0fie: [

Instalation bype:

Fegils nualalion

o

Check Foint Gala KOW. 16




€ Co3paTs BUPTYaNEHYH MaLLNHY

YikaxuTe 0DbEM NaMATH

YiawmTe obbEM oNEpaTHEHOM NaMATI (FRAM) BelgeneHHEIN EHHON BUPTYaNEHOM

MaLlMHE.

PeroMeHa yeMeld ofikEM paseH 512 MB.

4MB

3192 Mb

Lanee OTMeHa

£ sMs - Hactpoiikn

E O6wme 0bwme

Ii‘ Cucrema OCHOBHBIE LononHuTensHo OnucaHue LUnhpoBaH1E AWCKOE

B Aucnnei WMrma: [SMS |

Hocwremm Tun: | Linux -

Bepona: | Other Linux (G4-bit) h

(‘{):l Ayano

@ Cetb

@ COM-nopTel

ﬁ? Use

D QBwmre nanku

Ifl WMuTtepdeiic nons3ceatenn

Orhera

5] et R A I | I | LY S AP re AR AR e -
D Check_Point_R20.20_T101_Security_Management 03.12.2020 09:27 q
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Cetb

ApanTep 1 AnanTep 2 ApanTep 3 ApanTep 4

BMIOYMTE CETEEON aganTep

Tun NoAKMKHEHWA: |BHyTpEHH;m CeTh ~

Wma: | intnet ks |

' [LononHuTensHo

Tun ananTepa: |Intel PRO/1000 MT Desktop (82540EM) -
Hepasbop4WBeiin pesim: |3aI'IDETP|'I't| - |
MAC-agpec: |080027E035F9 | @

MoaknoHrTe Kabens

Mpobpoc nopTos

I 0K | | OTmeHa |
Cetb
AnanTep 1 AnanTep 2 ApanTep 3 AnanTep 4
BrIIOUMTE CETEEOI 30EMTED
THMN NOAKNKOYEHHAL |BH\|'TDEHHHH eTh =
Mma: | intnet ~ |
7 ononHUTENBHO
Tun ananTepa: | Intel PRO/1000 MT Desktop (82540EM) |
HepasbopUMBLI DEHIAM: |3a|'|p€THTh - |
MAC-anpec: 080027847500 | @

MoAKMoYMTE Kabens

Mpobpoc nopTos

I QK | | OTMeHa




o @ P -

Cosaate Hactpoute COpoocuTe  3anycTuTe

@ Obuwme @ Npesbio
Wma: SM5

ocC: Other Linux (64-bit)

Mpynnel:  ZC5

|E| Cncrema

OnepaTyvBHaA naMaATe: 4096 MB

MopAaok 3arpyskn: ONTHYECKMI Auck, HECTKMIA Aok

¥OKOpPEHWE: VT-x/AMD-V, Nested Paging, PAE/MX,

NapaeupTyanuzawa KV

|§] Ancnned

BuasonamaTe: 16 MB
Mpaduyeckiil KaHTpannen: YMSVGA
Cepeep yaanéHHOro ancnnen:  BoikniodeH
Januck: Breikno4eHa

—
kel Hocwrenm

KonTponnep: IDE

MepBiuHebi MacTep IDE:  SMS.vdi (OBkmMHBNA, 17,45 TB)

BropuuHen macTep IDE:  [Onmudeckmil npusoa] Check_Point_R80.20_T101_Security_Management.iso (3,70 [B)
iDII Ayono

Ayauoanpaisep: Windows DirectSound
AynuwokoHTponnep: ICH ACST

@ CeTn

AnanTep 1:  Intel PROJ1000 MT Desktop (BHyTpeHHAR ceTh, intnet’)
Apantep 2:  Intel PRO/1000 MT Desktop (BHyTpeHHAR ceTe, 'intnet’)
Apantep 3:  Intel PRO/1000 MT Desktop (BHYTpeHHAR ceTe, intnet’)

(5 usB

USB-koHTpoRnep: OHCI
DUneTPRl yoTpolcTe: 0 (0 aKkTueHo)

] obupme nanku

OTCcyTCTBYIOT



e

¥ Bac BKMKDYEHE HECTPOMKE ABTOSAXBaT KNAaBHATYPLI. IT0 NPMESLET K TOMY, Y4T0 BMPTYansHaA MawMHa ByaeT @m

BeiGepuTe 3arpy3odHBIil guck

Mo#anyicTa BelbepuTe BUPTYANEHEIA ONTHHECKMA OWCK MK
MzMUECKIIA NDUBOA ONTHYECKMX AMCKOE, COAEPMALLMIA AMCK
ANA 3anycka Balwel HoBol BUPTYaneHOA MALLIMHEI,

Ouck pomseH OeiTe 3arpys0qHBIM M COAEMMETE QMCTPMOYTIE
ONEPELMOHHOMA CUCTEMBl, KOTOPYHD Bel XOTMTE YCTAHOBHTE.
Auck ByAeT aBTOMATHHECKK MIBNEYEH NPK BhIKMKYEHMIA
BWPTYaneHOMA MaLMHE], 0OHEKD, B CNyYae HeoBxoaMMocTK, Bel
MOMETE CAENATE 3TO M CAMM MCMONE3YA MEHKD YCTPOMCTES,

Check_Paint_R80.20_T101_Security_Management.iso (: | [z

Omnersa

B o 1B U]« @ rihtcrl

®Qaiin  Mawwna Bua Beog Ycrpoiictea Cnpaska

Welcome to Check Point Gaia R80.20

Install Gaia on this system
Do mot install Gaia: Boot from local drive

Install Gaia on a system listed in sk?7660

Press [Tabl to edit options

E! Check Point

Software Technologies LTD.

Qoo E@Yl @ rihtcy



Starting Installation

Please wait while installation starts...

Check Point Gaia R86.Z8

This process will install the Check Point Gaia R8BH.ZB
operating system and associated applications.

Do you wish to proceed with the installation?

Machine Info




Check Point Gaia R88.Z8

Keyboard Selection

Which keyboard type is attached
to this computer?

Partitions Configuration
Your disk =size iz Z9 GB.

Disk space will be assigned as follows:

System-swap (GB)
System-root (GB)

Log=s (GB) _
Backup and upgrade (GB) 14

Default




Account Configuration
Choose a password for the "admin" account.

Password: msssxxesxmanx Medium
Confirm: PEJE-BE 333636362

Management Interface (eth@)

IP address: 127.8.8.1
Netmask: £55.255.255.8__
Default gateway: 127 .8.8.254

[ 1 DHCP server on this interface

Confirmation

The next stage of the installation process
will format all your hard drives.

fire you sure you want to continue?




Check Point Gaia RBB.ZA

Preparing Installation
Preparing installation activities...

18:

Package Installation

T

Core Operating System

Copying Files
Check Point Software Blades...

82

Installation complete
Installation iz complete.

To complete the first time configuration of the system, login from
console or connect using a browser to "https:- -192.168.1.1".

his =system is for authorized use only.
login:




https://127.0.0.1

w-ddb528>

w-dd6528> ping 168.18.18.1

*ING 18.18.168.1 (18.18.18.1) 56(84) bytes of data.
4 bytes from 18.18.18.1: icmp_seq=1 ttl=64 time=1.
4 bytes from 18.18.18.1: icmp_seq=2Z2 ttl1=64 time=8.
4 bytes from 18.18.18.1: icmp_seq=3 ttl=64 time=8.

18.18.18.1 ping statistics
packets transmitted, 3 received, BZ packet loss, time ZB81ms
rtt minsavg/smax/mdev = 8.386,8.722/1.454/8.519 ms

C
fw-ddb65Z28> halt
re you sure you want to halt?(Y/N)IN]

w-ddb6528>
roadcast message from admin (Sun Aug 38 14:Z24:18 Z2815):

T'he system is going down for system halt NOW!?



https://127.0.0.1/

